NSW ICAC EXHIBIT

E15-0078-040-0001

Extraction Report

Cellebrite UFED Reports

Summary

UFED Physical Analyzer version 5.1.0.201

Time zone settings (UTC) (UTC+10:00) Sydney (Australia)
Case number E15-0078

Case name DASHA

Evidence number E15-0078-40-1

Examiner name LEESON

Notes

Cellebrite report of Samsung mobile phone (IMEI:—, S/N: R58F7065BYM, MODEL: SM-
G900l), ICAC Property ID: E15-0078-40-1, Op DA

Source Extraction

Physical

Extraction start date/time

18/06/2016 3:17:04 PM

Extraction end date/time

18/06/2016 4:21:04 PM

UFED Version

5.1.0.564

Internal Version

4.3.5.564

Selected Manufacturer

Samsung GSM

Selected Device Name

SM-G900i Galaxy S5

Connection Type

Cable No. 133

Extraction Type

Physical [ Bootloader ]

Extraction ID

C042A42A-570A-4591-AD25-01D5F53D4159

Time zone settings (ID)

_Australia/Sydney

Plugins

# Name

Author Version

UFED Logical Report Reader
Reads the report generated by the UFED

Cellebrite 2.0

N

Physical Analyzer Report Reader
Reads report generated by the Physical Analyzer

Cellebrite 2.0

Pre Project

Garbage Cleaner

Project Processor Finisher

olalh~lw

Post Project
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Contents
Type Included in report Total
) SMS Messages 17 (1 Deleted) 18389 (5601 Deleted)
SMS Messages (17)
# Folder Party Time All timestamps SMSC Status | Message Deleted
1 Drafts 20/9/2014 Unsent | Hi Jim Yes
9:59:12 The games have re started. | do not
AM(UTC+10)
2 Sent To 20/9/2014 Sent | HiJim
10:10:34 The games have re started again.
e AM(UTC+10) Where are the LEP amendments.
Where are all the reports? Where is
the RMS letter?
If Developments along busy roads
are subject to RMS which we have
addressed so why cant we finish
the gateway determinations and let
them approve each individual DA.
Our lane access changes
addresses their concerns. If main
roads are not being used so what is
the problem?
We need to urgently meet to
discuss further.
Michael
3 Sent To 20/9/2014 Sent | We need to urgently meet!
M 10:13:28 Michael
uri AM(UTC+10)
4 Sent To 20/9/2014 Sent | We need to urgently meet!
m 10:13:29 Michael
AM(UTC+10)
5 Sent T 20/9/2014 Sent | We need to urgently meet!
- 10:13:29 Michael
e AM(UTC+10)
6 Inbox From 20/9/2014 Network: +614150115| Read | Where are you
M 10:14:13 20/9/2014 14
i AM(UTC+10) 10:14:12
AM(UTC+10)
7 Sent To 20/9/2014 Sent | Earlwood
— 10:14:35
i AM(UTC+10)
8 Inbox F 20/9/2014 Network: +614150115| Read |30 mins
M 10:14:54 20/9/2014 14
i AM(UTC+10) 10:14:52
AM(UTC+10)
9 Sent To 20/9/2014 Sent | OK
i AM(UTC+10)
10 Inbox From 20/9/2014 Network: +614150115| Read |Come | m home
W 10:30:40 20/9/2014 14
AM(UTC+10) 10:30:37
AM(UTC+10)
11 Inbox B 20/9/2014 Network: +614150115| Read | Mate where are you
_ 11:07:53 20/9/2014 11
i AM(UTC+10) 11:07:51
AM(UTC+10)
12 Sent 20/9/2014 Sent | Here earlwoid
L
i AM(UTC+10)
13 Sent To 20/9/2014 Sent | Are you coming?
- 11:49:52 Pierre and etc are waiting in
e AM(UTC+10) Earlwood for you.
14 Inbox F 20/9/2014 Network: +614187067 | Read | Later.|am at the opening of rotary
12:03:19 20/9/2014 00 park in Riverwood . I'll call
PM(UTC+10) 12:03:17
PM(UTC+10)
15 Sent To 20/9/2014 Sent | We are waiting
12:04:24
PM(UTC+10)
16 Inbox From 20/9/2014 Network: +614187067 | Read | On my way
12:37:23 20/9/2014 00
PM(UTC+10) 12:37:21
PM(UTC+10)
17 Sent T 20/9/2014 Sent | Come to Salvatores Cafe in Homer
_ 12:39:51 St opposite Minamorra Ave just
PM(UTC+10) passed service station.
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